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(54) METHOD FOR RENEWING PROGRAM OF CONTROL PROGRAM BUILT-IN DEVICE AND CONTROL 
PROGRAM BUILT-IN DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve safety by using Internet 
only for downloading a control program but no sue of Internet for 
the instructions to renew the control program. 
SOLUTION: The instructions to transmit and renew the control 
program are made in DKC 1 10 via a public network 103 from a 
maintenance-managing server 102 installed in a maintenance 
center 101. DKC 110, which has received the instructions, 
instructs RMC 108 to download a control program from a control 
program transmission server 106. The RMC 108 downloads the 
control program from the control program transmission server 106 
via Internet 104. The downloaded control program is once housed 
in the RMC 108 and forwarded to the DKCs 110, DKC 111 and 
DKC 112, and then the renewal processing is executed in DKC. 
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* NOTICES * 
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CLAIMS 



[Claim(s)] 

[Claim 1] Control program built-in equipment, and storage of the control program original of said control 
program built-in equipment and control program distribution equipment which performs distribution, In the 
computer system constituted by the management server for maintenance which directs the update 
operation of the control program of said equipment with a built-in control program Said equipment with a 
built-in control program and said management server for maintenance It connects with a public line 
network. Said equipment with a built-in control program, and said control program distribution equipment 
When it connects by the Internet and updating directions of a control program are performed from said 
management server for maintenance to said control program built-in equipment, From said management 
server for maintenance to first, said control program built-in equipment Authentication information required 
for connection with said control program distribution equipment is transmitted via a public line network. 
Next, said control program built-in equipment transmits said authentication information to said control 
program distribution equipment via the Internet. After establishing connection with said control program 
distribution equipment, said control program built-in equipment The renewal method of a program of the 
control program built-in equipment characterized by transmitting this control program from said control 
program distribution equipment, and performing an update process of the control program of said control 
program built-in equipment after transfer termination of this control program. 

[Claim 2] The control program built-in equipment characterized by to have the maintenance means of 
communications which receives said renewal directions of a control program, and said authentication 
information from said management server for maintenance in the renewal method of a program of control 
program built-in equipment according to claim 1, a data-communication means receive the control program 
transmitted from said control program distribution equipment, and a renewal means of a program store in 
the control program storing field of this control program control unit the control program which received 
with said data-communication means. 

[Claim 3] In the renewal method of a program of control program built-in equipment according to claim 1 
Furthermore, one side is connected with said control program built-in equipment by the Local Area 
Network. It has the repeating installation which connected another side with the Internet. Said control 
program built-in equipment to said repeating installation The control program transfer from said control 
program distribution equipment is directed, and it is based on these directions. Said repeating installation It 
is the renewal method of a program of the control program built-in equipment which performs a transfer of 
this control program from said control program distribution equipment, or is characterized by not 
performing a transfer when this control program is already transfer ending at said repeating installation. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the suitable renewal method of program automatic to use 
the Internet especially for distribution of a control program about the technique of carrying out the 
distribution and updating of a control program safely automatically, with respect to the control program 
built-in equipment applied to a computer system with the directions from a remote place. 
[0002] 

[Description of the Prior Art] The control program for many equipments which constitute a computer 
system to realize the function of the equipment is built in. As for this control program, it is common that an 
equipment vendor develops united with the design of equipment hardware. It is a well-known fact that such 
a control program is updated [ of a control program ] like [ built-in equipment ] other software at the 
reasons of a new functional addition, the improvement in the engine performance, or the cure against fault 
of operation. Renewal of such a control program, It is common to be conventionally performed by the 
system as shown by drawing 7 . 

[0003] In drawing 7 , a maintenance center 701 is a base which directs the maintenance service of the 
monitor of the working state of the computer pin centerjarge with which every place are dotted, the cause 
investigation at the time of failure generating, the cure against a failure, etc., and is equipped with the 
management server 702 for maintenance for performing these maintenance workmanship instruction. The 
maintenance center 701 and the computer pin centerjarge 707 which is a candidate for maintenance are 
connected with the public line network 1 03. Development Center 705 is a base which develops the control 
program of the control program built-in equipments 710, 711, and 712 currently installed in the computer 
pin centerjarge 707, and the control program distribution server 706 in which the developed control 
program is stored is installed. The newest control program corresponding to the class of equipment and the 
partial program for a temporary cure against a failure (patch) are stored in the control program distribution 
server 706. It connects with a maintenance center 701 using a dedicated line 704, and file distribution of 
control program update information and a control program is possible for the control program distribution 
server 706. The computer pin centerjarge 707 consists of control program built-in equipments 710, 711, 
and 712 which are the candidates for maintenance, console equipment 708 for performing actuation of 
these equipments, etc. It connects with the public line network 103, and control program built-in equipment 
710 controls the communication link with a maintenance center 701. Moreover, between each control 
program built-in equipment, it connects in Local Area Network (LAN) 709, and maintenance actuation to 
the control program built-in equipments 711 and 712 from a maintenance center 701 can be performed 
now by control program built-in equipment 710 course. When renewal of a control program is needed, first, 
the management server 702 for maintenance is used from a maintenance center 701, and a required 
control program is transmitted to a maintenance center 701 via a dedicated line 704 from the control 
program distribution server 706 currently installed in Development Center 705. 

[0004] Next, it connects from a maintenance center 701 using the public line network 703 to the control 
program built-in equipment 710 of the computer pin centerjarge 707 for which the renewal activity of a 
control program is needed, and a transfer of the updated control program and activation of a control 
program update process are directed. The control program built-in equipment which received directions 
performs a control program update process inside. 
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[0005] 

[Problem(s) to be Solved by the Invention] The above-mentioned conventional technique needs to install a 
dedicated line between a maintenance center and Development Center, in order to distribute a control 

- program. If a dedicated line is installed, payment of the continuous circuit toll to a circuit offer contractor 
will occur. Moreover, even if it uses not a dedicated line but a public line, whenever it will transmit a control 
program, connection fees will occur. Since the scale of a control program is also large with the 

" improvement in functional of control program built-in equipment in recent years, connection fees are going 
up by the low speed and distance, and the structure charged according to a time steadily increasingly like a 
public line from now on. 

[0006] On the other hand, the above-mentioned conventional technique is using the public line network 
also for the control program transfer between a maintenance center and a computer pin centerjarge. When 
transmitting a control program to two or more computer pin center,larges, in order to have to repeat a 
transfer for every computer pin centerjarge, in proportion to the number of the target computer pin 
center.larges, the time amount and the connection-fees burden which a transfer takes will increase. 
[0007] The purpose of this invention is offering the renewal method of a program of the control program 
built-in equipment which enables reduction of the time amount and cost which solve such a conventional 
problem, and shorten the time amount which transmits a control program to each computer pin 
centerjarge, and reduce a circuit toll, and renewal of a control program takes. 
[0008] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, this invention has the 
maintenance means of communications which receives authentication information required for connection 
with the management server for maintenance to the renewal directions of a control program and the 
control program distribution server of a maintenance center to control program built-in equipment, a data- 
communication means receive the control program transmitted from a control program distribution server, 
and a renewal means of a program store in the control program storing field in a control program control 
unit the control program received with the data-communication means. The maintenance means of 
communications of equipment with a built-in control program and the management server for maintenance 
are connected with a public line network as usual. 

[0009] Furthermore, it has the repeating installation which connected one side with control program built- 
in equipment by the Local Area Network, and connected another side with the Internet. 
[0010] When performing updating directions of a control program from the management server for 
maintenance to control program built-in equipment Authentication information required for connection with 
a control program distribution server is first transmitted to said control program built-in equipment via a 
public line network from the management server for maintenance. Next, after control program built-in 
equipment transmits authentication information to a control program distribution server via a repeating- 
installation course and the Internet and establishes connection with a control program distribution server, 
repeating installation receives a control program from a control program distribution server. After reception 
termination of a control program, a control program is further transmitted to control program built-in 
equipment, and an update process of the control program of control program built-in equipment is 
performed after transfer termination. Moreover, when a control program is already transfer ending at 
repeating installation, the control program transfer from a control program distribution server transmits a 
control program [ finishing / a transfer ] to control program built-in equipment without carrying out 
activation. 

[001 1] As mentioned above, by using the Internet already installed, the time amount which a control 
program transfer takes can be reduced, and two or more computer pin centerjarge coincidence transfer 
also becomes possible. Moreover, the renewal directions of a control program and authentication 
information can protect the renewal of a control program on purpose by the third person from a 
maintenance center by transmitting to a direct computer pin centerjarge via a public line. 
[0012] 

[Embodiment of the Invention] Hereafter, 1 operation gestalt of this invention is explained using drawing. 
[0013] Drawing 1 is the block diagram showing the configuration of 1 operation gestalt of the system which 
applied the renewal method of program automatic of this invention. A maintenance center 101 is a base 
which directs the maintenance service of the monitor of the working state of the computer pin centerjarge 
with which every place are dotted, the cause investigation at the time of failure generating, the cure 
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against a failure, etc., and is equipped with the management server 102 for maintenance for performing 
these maintenance workmanship instruction. The maintenance center 101 and the computer pin 
center.large 107 which is a candidate for maintenance are connected with the public line network 103. If a 

- failure occurs in the computer pin center.large 107, a failure generating message will be reported to a 
maintenance center 101 from the computer pin center.large 107 via the public line network 103. Moreover, 
when a maintenance service is needed from a maintenance center 101, from a maintenance center 101, a 

" line connection is performed to the computer pin center.large 107 using the public line network 103. and a 
required maintenance service is carried out. 

[0014] The computer pin center.large 107 consists of remote consoles (RMC) 108 for performing actuation 
of the disk controllers DKC110, DKC111, and DKC112 which are the candidates for maintenance, and these 
equipments. It connects with the public line network 103, and DKC1 10 controls the communication link with 
a maintenance center 101. Moreover, between each DKC, it connects by LAN 109 for DKC maintenance 
which consists of Local Area Networks (LAN), and maintenance actuation to DKC 1 1 1 and 1 12 from a 
maintenance center 101 can be performed now by DKC1 10 course. All actuation of DKC 110, 111, and 1 12 
in which RMC108 is similarly installed in the computer pin center.large via LAN109 can be performed now. 
[0015] Although the number of the control units which serve as a candidate for maintenance in explanation 
of this operation gestalt is three, there may be how many number in the system which applied this 
invention. Moreover, the equipment of other classes, such as a central processing unit (CPU), may be 
contained in the candidate for maintenance. 

[0016] Each DKC1 10,1 1 1,1 12 of drawing 1 shows that it connects with a high order HOST1 13. 
[0017] 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_eije 



2005/10/20 



JP.2001-337835.A [DESCRIPTION OF DRAWINGS] 



1/2 ^— V 



* NOTICES * 

JPO and NCI PI are not responsible for any 
- damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1 ] It is the block diagram showing the configuration of 1 operation gestalt of the system which 
applied the renewal method of control program automatic of this invention. 

[Drawing 2] It is a block diagram relevant to the renewal method of a control program of a disk controller. 
[Drawing 3] It is a block diagram relevant to the renewal method of a control program of a remote console. 
[Drawing 4] It is the sequence diagram showing the processing actuation at the time of performing 
continuation activation directions of automatic distribution of a control program, and renewal of automatic. 
[Drawing 5] It is a sequence diagram in the case of performing only automatic distribution of a control 
program. 

[Piayyjng S] It is a sequence diagram in the case of performing only renewal of automatic of a control 
program. 

[Drawing 7] It is the block diagram showing the structure of a system which applied the conventional 
renewal method of control program automatic. 

[Drawing jj] It is the hardware configuration Fig. having shown the internal structure of DKC1 10. 
[Drawing 9] It is the hardware configuration Fig. having shown the internal structure of SVP910. 
[Drawing 10] It is the hardware configuration Fig. having shown the internal structure of RMC108. 
[Drawing J M I ] It is the data flow diagram having shown the data flow between each center shown in the 1 st 
example. 

[Drawing 12] It is the explanatory view having shown the example of an output of the updating directions 
screen displayed on the maintenance control server 102. 
[ Draw ing 13] It is the data format Fig. of data 101 1. 

[Drawjngl4] It is the data format Fig. of the data 1012 which a maintenance control server transmits to 
SVP. 

[Drawing 15] It is the data format Fig. of 1013 which transmits from SVP of DKC1 10 to RMC108. 
[Drawing 16] It is the explanatory view having shown the updating result list screen which the maintenance 
control server which received the message-exchange result 1017 displays. 

[Drawing 17] It is the explanatory view which displayed the result of having acquired the updating condition 
of current DKC, from the maintenance control server. 

[Drawing 18] It is the data flow diagram which carries out the 2nd example. 

[Drawing 19] It is the software configuration Fig. carried out by the control program distribution server 106. 

[Drawing 20] It is a data flow diagram in case a customer publishes an updating demand. 
[Drawing 21] It is a hardware connection block diagram when connecting between a maintenance center 
101 and the computer centers 107 as a network of TCP/IP with the public line network 103. 
[Drawing 22] It is the data format Fig. of data 2003. 

[Drawing 23] It is the software configuration Fig. of the demand input 201 1 . 

[Drawing 24] It is the software configuration Fig. of the customer information management server 2002. 
[Dr awin g 25] It is a hardware connection Fig. at the time of connecting between [ all ] a maintenance 
center 101, Development Center 105, the computer pin centerjarge 107, the customer management pin 
centerjarge 2001, and the customer office 2010 by the Internet. 

[Drawing 26] It is a software configuration Fig. when SVP910 connects with a customer Intranet 2501. 
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[Drawing 27] It is the software configuration Fig. of RMC108 possessing a security function. 
[Description of Notations] 

101 ... A maintenance center, 102 ... The management server for maintenance, 103 ... Public line network, 
104 ... The Internet, 105 ... Development Center, 106 ... Control program distribution server, 107 ... A 
computer pin centerjarge, 108 ... Remote console, 109 ... A Local Area Network, 1 10, 1 1 1, 1 12 ... Disk 
controller, 201 ... The maintenance center communications department, 202 ... Renewal control section of a 
program, 203 204 [ ... A remote console download control section, 302 / ... Remote console program storing 
section, ] ... A processor, 205 ... A disk controller download control section, 206 ... The disk controller 
program storing section, 301 
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